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Abstract: Protection of medical images on the virtual transmission platform is a simple and demanding activity, using
multiple techniques to protect the digital file, such as cryptography, steganography and watermarking. This are the
digital image protection approaches to meet security goals, i.e. confidentiality, trustworthiness, and usability. In this
paper, the medical images are deposited in the cloud utilizing optimized homomorphic encryption. To increase the
security level Rider Optimization Algorithm (ROA) is utilized to select the optimal key. Homomorphic encryption is
a method of authentication which helps one to perform observes of the encrypted information through decrypting it.
When the data is decrypted, the calculation consequence is stable, the same as if the procedures were conducted on
the unprotected data. After completing the encrypted data, the encrypted images can be stored in the cloud and the
decryption the same process is utilized to reconstruct the original images. For the experimental analysis, the
performance of the proposed method is analyzed by the various parameters such as execution time, encryption time,
and decryption time. The execution time of the proposed method is 2% decrease the HE existing method and 4%
reduce the ECC algorithm.
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1. Introduction

Patient privacy and protection continue to evolve with developments in computer analytics and information
technologies as a leading concern for healthcare organizations [1]. This innovation is highly promising; they also pose
crucial concerns of privacy, protection, and ethics, which can become major obstacles to the fulfililment of anticipated
prospects and long-term progress if left unaddressed [2, 3]. Sometimes, in addition to Electronic Health Record (EHR)
data, data researchers in most healthcare institutions are more involved in gathering and analyzing new forms and
methods of under-leveraged data, such as mobile health, sensor networks, emails, and social media [4]. There has been
no policy progress affecting various essential privacy concerns that have emerged from a largely different paper-based
medical record structure to a different, digitalized, and interconnected environment [5, 6]. Along, these changes lead
to a state where new privacy and safety threats are encountered by patients' medical record results. Cloud computing
is a very modern concept and is going to have a huge effect on our lives. Through this application, computer services
and equipment can be reached anytime and wherever [7]. The healthcare sector is rapidly changing, and it is predicted
that the future healthcare paradigm will be information-centric. To navigate transition and uncertainty, the industry
will profit from cloud technologies [8]. This promising technology will help promote cooperation between multiple
healthcare providers, teamwork, and coordination.

The cloud will help provide better efficiency for the dollar for the healthcare sector. It can deliver connectivity
and technologies that are fast, modular, scalable, and cost-effective [9]. Computer protection is a growing computer
science field that specializes on the security of computer technology and knowledge regarding unauthorized access,
hardware hacking, data misuse, and general threats such as backdoors, denial-of-service (DoS) attacks, and phishing
[10, 11]. Protecting critical data and device resources is the purpose of implementing information security initiatives
preserving an operating system requires protecting the network infrastructure of a computer system, while data
protection is more concerned with defending data collected or exchanged within computer systems and cloud
applications [12, 13]. Diversely, privacy is measured one of the key safety goals; it implements convinced laws with

2702


mailto:mail@mail.hr

Secure Cloud Medical Data Using Optimized Homomorphic Encryption

standards that control the degree to which data on persons can be viewed, obtained [14, 15]. Instead of data protection,
data ownership is more linked to data privacy. When using information technology, privacy may be asserted as a
moral right for people and organizations, although data protection is not in itself a moral right [16].

In recent years many encryption algorithms have been utilized to encrypt the data and store the data in cloud.
Here, we are utilized to optimized homomorphic algorithm has been utilized to encrypt and store the data in cloud.
The optimal keys are generated by using rider optimization algorithm. It is used to select the keys are optimally by the
encrypted process [17]. The rest of the paper, section 2 explains the various existing method and the technique, section
3 represents the proposed methodology, section 4 provides the result section and section 5 explains the conclusion
part.

2. Literature review

A lot of researchers are analyzed to secure the medical data in cloud is given below, Blanquer, I., et al, [18] analyzed
stable cloud medical data in 2020. It holds memory and disk vital data authenticated, that can only be obtained within
trustworthy equipment extension-protected distributed systems. Inside these conditions, data were anonymized and
transmitted anonymously to external sites hosting accelerator computers, retaining the same storage space and
decreasing potential problems even in encrypted backends.

Marwan, M., et al, [19] developed a stable cloud health care approach using deep learning in 2018. Usually, to more
easily distinguish image pixels, they utilize SVM and FCM. In addition, to increasing the possibility of possible
leakage of medical knowledge, they integrate a further stage, the CloudSec module, into the traditional two-layered
structure. The findings of the experiment show that using SVM was an important concept for continuous classification
of images and data security.

In 2019, Pirbhulal, S., et al, [20] studied the security of medical data for wearable medical data. ECG signals from 40
stable participants, including the laboratory atmosphere and the i-e-physio net freely accessible database, were used.
The observational findings demonstrate that less time duration with power usage (0.0068ms and 0.196 micro
Joule/Byte) than Alarm net (0.0128ms and 0.351 micro Joule/Byte) and BSN-care (0.0175ms and 0.53 micro
Joule/Byte) were required in the system. In addition, the experiments also demonstrate that the biometric data
transmission framework not only provides accidental with identical keys, but also offers a trade-off between protection
and utilization of resources.

Bhargavi, U., et al, [21] indicated the protection of health big data photos utilizing decoy approaches in 2019. The
implementation of the decoy methodology to providing EHRs with protection was suggested in this article. The danger
of malicious threats and foreign interference rests with the EHRs. This work addresses internal attacks and manages
them. It also contains studies on honey-pots and methods of malware detection. The risk of an attack was further
detected and the operator is alerted. The specifics of intrusions have also been logged.

In 2017, a protection framework for medical information in a health cloud was created by Al Hamid, H. A., et al, [22].
In this article, a fog processing system has been used to protect confidential healthcare data in the cloud. To this end,
on the basis of bilinear pairing authentication, a tri-party one-round encrypted key agreement protocol has been
developed that can produce a session key among the respondents and connect efficiently between them. Finally, by
the introduction of a decoy methodology, confidential biomedical data was processed and protected safely.

HAN, S., etal, [23] also established cloud encryption and privacy protection for big data in 2019. To secure the contact
channel and distributed data from malicious access this paper recommends an SSGK. A group key was required to
protect the distributed data and a hidden distribution mechanism was used to transmit the group key in SSGK, unlike
previous works. Comprehensive scalability and reliability evaluations reveal that their protocol significantly
eliminates the protection and confidentiality risks of cloud storage data sharing and saves nearly 12 percent of storage
space.

3. Proposed methodology

This section describes the medical images are stored in the cloud using optimized homomorphic encryption. Here, the
medical images are encrypted using homomorphic encryption. For the encryption process the keys are optimally
selected using rider optimization algorithm. After the encrypted image, the image can be stored in the cloud. After
that the decryption, the same process is used. The overall diagram of the proposed method is given below,
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Figure 1: Overall diagram of the proposed method

3.1 Homomorphic encryption
Homomorphic encryption plays an extra role to authenticate the data or image, and is referred to as a public key
cryptosystem. This mechanism has four operations that optionally decrypt the assessment algorithm details, which are
a key generation, encryption, evaluation, and decryption; it produces an equivalent result if we have performed the
process on the first messages. In applications segregated from multiple variables used to choose the encryption plot,
the plan's decision is subject to the kind of operations being performed.
3.1.1 Key generation
A system for authentication and encryption keys and the corresponding image using a symmetric key; protection is
provided for both privacy and reliability. A private key and a public key linked to it; an asymmetric key (public-key)
algorithm uses a key match. The main recognition algorithm currently proceeds to choose the additional variables to
document the public key (Hpg) and private Key (Hgg).
K=cdandw =Ilem(r —1,s — 1) 1)
Initialize arbitrary encryption and decryption keys for this operation, using ROA technique to customize this key and
have the rest of the device's image protection styles with the ideal private and public key.
3.2 Rider optimization algorithm
A party of runners, as well as the bypass rider, follower, over taker, and assailant, are the inspiration for ROA. All
riders in the ROA should follow the predefined approach, which can be summarized as follows:
With the leading direction, the bypass rider can meet the objective: The group rider’s initialization can be sated as
follows:
Y, = {Y,(i, )}, 1<i<R;1<j<Q )
Where R represents the riders' total. The dimension of the optimization question is denoted by Q. t reflects instant
time. At time t, Y, reflects the location of i"" rider. It notes that the rider for the bypass rider in the following case and
the position can be calculated as described:
Y5100 = 6lY.(m. ) * BG) + Yo (&, ) + [1 = B()]] ®)
If § represents the random numbers in [0,1], n represents the irregular quantity in n, & represents a quantity that can
be picked since 1 to R. Furthermore, P is the irregular number of [0,1] per dimension, but with size 1 x Q.
By tracking the bypass rider, the follower reaches at the target: For bypass rider, the location of follower is important,
the key explanation for this is that the follower's walk path depending on the bypass rider. The location of the follower
can then be modified utilizing formula (4),
Y5, (i, k) = YE(L K) + |cos(Th,) * YH(L,K) * df| %)
Where k denotes the chooser of the coordinates and Y represents the pass rider index. In the k™ coordinate, T,
represents the steering angle of the i rider and d d represents the i*" rider's path to be travelled.
Not only does the over taker pursue his own location, but the data is obtained rendering to the bypass rider as well:
The location of the over taker depends on three variables, including the selector of the coordinates, the comparative
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success rate and the predictor of position. The primary reason being that the bypass rider and his own documents must
be collected by the over taker. Consequently, the location of the over taker can be changed by formulas (5),
Y5.(@, k) = Y.(i, k) + [D{(D) * Y*(L, K)] ©)
Where Y, (i, k) denotes the location of the i" rider in the k'™ coordinate, and D! (i) represents the route pointer of it
rider. The direction indicator can be determined as follows:
. 2
L) = [ty -1 ©
Where S (i) denotes the i rider’s success rate.
The attacker utilizes the optimum speed for the destination position to be achieved: The attacker's aim is to gain the
leader's location, and the travel technique is close to the followers. Importantly, in this technique all the location of
the attackers is changed, rather than the chosen person. The attacker's location can be set as follows,
VA1) = YEL ) + [cos(TH;) * YE(L, ) = df] (7)
Where YL (L, j) denotes the leader’s location. T,-f]- represents the steering angle of the i" rider in the j' coordinate.
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Figure 2: Structure of ROA
The authentication method for the hidden image of the first image is currently functional. The ideal public key would
encode each pixel of a picture in the encryption analysis process. Calculating the figure telling cipher data operation
may be described as message bit m. Use the Hg client secret key to encode the original I, image and create Hy,_,: (1,,)
and K, will give this I, cipher image to the server along with the public key. H,, = (k,i) and K =
(c,d) Enc(l, Hyy,) for indicate random variable r and z;, compute cipher data ¢ = I.7*modk?.
For completing the encryption process, the encrypted images are stored in the cloud. After the retrieval process the
same process is used to decrypt the data. and finally, the reconstructed image can be obtained. The decryption process
of homomorphic encryption is given below,
3.3 Decryption
Check the image cipher consisting of the encoded pixel addressed by (c, d) and the key vector S in the decoding
method. Through the use of two veils, in specific the hidden mask < as > and also the goggles, the decoding
procedure is used in a gradual improvement. To decipher the ciphertext and other secret parameters for the message
bit (pixel estimate) m. The client using its K will decode the produced dec(f (Hg—op:)) and it receives the first result.

_ L(C%modkopt?)

Dec Image = Wmod k (8)
4. Result and discussion

Image safety shows that optimized Homomorphic encryption (HE) was implemented with an i5 processor and 4 GB
RAM using MATLAB 2016a with optimized pointer HE. Three regular organs (liver, brain, lungs) of assessing the
potential are considered in the simulator. Homomorphic encryption can process ciphertext data directly, essentially

guaranteeing cloud consumer data protection. HE is used to encrypting medical data to secure storage purposes. The
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expected information hiding graph is evaluated by safety control techniques, such as execution time, encryption time
and decryption. This section addressed the ramifications of the suggested and current strategies to encrypted images.
4.1 Experimental analysis

The medical images can be stored in the cloud for encrypt the data and it is useful to access the user, it does not access
the unautherized person in the cloud. The encryted procedure of medical data is given below,

(@)
Figure 3: Experimental analysis of the proposed method (a) Input, (b) Encrypted image, (c)
Decrypted image and (d) Reconstructed output image

Figure (3) represents the experimental analysis of the proposed method. here the input medical images are encrypted
by using optimized homomorphic encryption. In this encrypted image are used to secure the input data. In the
encrypted data can be store in the cloud and the unauthorized person doesn’t access the cloud. For the decryption, the
same process is used and the reconstructed output is given. The homomorphic encryption that also can encode the
original image to either the encrypted image is shown in this image.
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Figure 4: Comparative analysis of the proposed method (a) Encryption time and (b) Decryption time

The figure (4), represents the comparative analysis of encryption time, and decryption time of the proposed method
against the existing method such as homomorphic encryption and elliptical curve cryptography. The encryption time
of the suggested method is seen in figure (a). The method of encryption or converting information when it is moved
to cloud storage is cloud authentication. Organizations of cloud storage encrypt data and transfer the user’s encryption
keys. When required, these keys are utilized to securely decrypt data. The approach suggested for the encryption time
is to decrease the HE by 2 percent and the ECC algorithm by 4%.

In figure (b) represents the decryption time of the proposed method against the existing method. Decryption transforms
the concealed data back into readable data. Decryption is considered the translation of authenticated information into
its original form. It is basically an operation of reversed encryption. This decodes, the encoded data such that only an
authenticated user may decrypt the information and a hidden key is used throughout the decryption. The system
suggested is easier for the decryption process than the current method.
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Figure 5: Comparative analysis of execution time

The comparative study of the suggested system against the current method by the time of implementation is seen in
figure (5). Here, when considering the current method, the implementation time of the new method is minimized. The
implementation time of the suggested approach is 3% decreased by the HE algorithm and 7% by the ECC algorithm.
5. Conclusion

In this article, we showed a functioning architecture of a web service using homomorphic encryption for conducting
confidential intelligent detection activities on protected health info. Although processing just authenticated info, the
web host allows forecasts, knowing little about the sensitive patient data sent. For the encryption, optimized
homomorphic encryption algorithm is utilized to encrypt the data and it can be stored in cloud. For the experimental
analysis, the encryption time is 20% reduced by the HE and 35% decreased the ECC algorithms.
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